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Contact : AGC j~" 


202-324-1 | 



Synopsis ;T) £ 5*3 It is -he opinion of the Office of the General 
Czunsel (OGC) that this matter need r.ot be reported to the 
Intelligence Oversight Board (IOB) . A copy cf this opinion 
should be retained in the control file for review by Counsel 
tc the IOB. 
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Reference : [><j 




:-HQ-C1229736-VIO Serial 2550 


Details: 1 U The referenced electronic communication (EC) from 

1 dated 06/09/2006, requested that OGC review the 
facts of the captioned matter and determine whether it warrants 
reporting to the IOB. In our opinion, it does not. Our analysis 
f - _ 1 o w s . 
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From: Office of the General Counsel 

06/1' 1/2006 


E 


Service of the ITSL was 
Division on 0 3 / 2 0 / 2 0 0 6 . 


:ompl ished through th< 


huhhhaupnr to rho r.trvi 


<= r 




L the NSL, , , 

J At or about this same 



-,1 it c;i- q nrl i M A ~ . hv 


and was 


tirn 

frrwarding subscriber information t <: 
upon receiving the information, not i fie 
t : Id to seal the information, due to the decision to close the 
case. The information w as then forwarded to the Chief Division 
0:unsel at | I for safekeeping. 


r 


(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Ciunsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the I OB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the I Or was known as the President's Intelligence Oversight 
B:ard (EIOB). By longstanding agreement between the FBI and the 
I OB (and its predecessor, the PIOB) , this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with E.O. 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. Violations of provisions that are essentially 
administrative in nature need not be reported to the ICB. The 
FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the ICB may 
review them upon request. 
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X In this case, the facts dc not establish a 
violation of the NSTG or any other guideline or regulation 
approved by the Attorney General and, therefore, do not rise to 
the level of an ICB-reporr able incident. Th^j^^oord reflects 
that, at the time of the service of the NSL, I was properly in 

place. The issuance of the MSL was therefore valid, and this 
office finds no fault on the part of the agents invol 
Rather, the issue appears to have been due primarily 
untimely response to a he NSL, an issue be vend the ind 
agents' control. 
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Re : 




Office of the Seneral Counsel 
06 / 21/2006 
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■ r -^ }><£ Further, she record also reflects that no personal 
or identifying information was entered into ACS as a result of 
the NSL return. Additionally, it should be noted that the field 
performed no investigative measures based upon the information 
gained from the NSL return. The subject suffered no prejudice, 
and there is no evidence of misconduct on the cart of either 
field office. 

(U) X) To the extent that this incident involves any error 

on the cart of the Bureau, it is administrative in nature and may 
be placed in the control file for periodic review by the Counsel 
t: the I OB. This is consistent with our prior opinions in such 
cases. Nothing in this instance warrants deviating from this 
approach. Mo further administrative measures are required. 
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Ti,rTFT.T.Ti-TTKrrF dwro T uHT BOARD MATTER 

I I FIEUL-LiEFICE 

I OB MATTE R 1 U U & ] | : U j 


b2 
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_UU. 


d JB 


X By elect r ■ > n i ■ ’ c- 'iuiuui . i • 'at . r i , 
the Federal Bureau of Investigation (FBI), 

Office, reported a possible Intelligence Oversight, 
matter. .The FBI reported that, on Apr il 27, 2006, [ 


2 0 0 6 , 

Field 
Board (I OB) 


Security Lett 
was issued to 
address, leng 


3 fi t~ I" r, 


in o t 


ervice. arid 


] the FRT 
U.3.C. § 


i s sued 
2709. 


] 


a National 
The M3L 


ass c dated with US per so: f 
telephone numbers from 


T u u . o . u . '0 

and requested the subscriber, 
Foil r r:ia t i o n 

I and tv/o 


( S ) On June 5, 2006, T I received the 

requested information, along with the telephone records of a 
previously unknown individual. Upon receiving the information 
concerning th e previously unknown individual, the case agent in 
performed preliminary checks in ACS and open 
s:urce internet queries in an attempt to ascertain the 
relevance of the information. However, al l such ch ecks were 
negative, and it was later determined that ] [ erroneously 

provided t h e u n > n own i n di vidual's information in the same 
package as I I The unknown individual's information 

was later sequestered in the Chief Division Counsel's safe, and 
n: personal identifying information concerning her was ever 
entered into ACS. 


<U) 


x Here, an error on the part : f [ 


resulted 

in the unintentional acquisition of information through an NSL 
Based upon our analysis, in accoraar.ce with the reporting 
requirements of Section 2.4 of Executive Order 12853, the 
carrier's mistake must be reported to the I OB. 
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U.S. Department of Justice 



Federal Bureau of Investigation 


Washington. D. C. 20535-0001 


BY COURIER 


M r . Step h e n Fr i edrna n 
Chairman 

Intelligence Oversight Board 
R: om 50209 

Mew Executive Office Building 
1 2 5 17 th Street, Northwest 
Washington, D.C. 

De a r K r . Fr i edrna n : 

Enclosed for your information is a self-explanatory 
me me r a rid i j it, entitled "Intelligence Oversight Board Matter 
2 0 0 b -I " (U) 


The memorandum sets forth details cf investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
C: flection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
Fb_ fc reign counterintelligence ana international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 

! U ) 

Enclosure 



DECLASSIFIED BY 65179 DHH/KSR/LHF 
OK 12- 1 1-2007 
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Mr. St cph on Fr i e-dma n 

Should you or any member of your staff require additional 
in format ion concerning zhis matter, an oral briefing will be 
arranged for you at your convenience. (U) 


Sincerely, 


Julie F. Thomas 
Deputy General Counsel 


1 - The Honorable Alberto R. Gonzales 
Attorney General 
’J.S. Department of Justice 
Room bill 


1 - Kr. James Baker 

Counsel, Office of Intelligence Policy and Review 
'J.S. Depa r t men t of Justice 
Room 6 15} 
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Attn : I 
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From: 
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b7C 


Contact : AGO 


202-324- 
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b'l 

b2 

b7E 




Synopsis: X It is “he opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB) . A copy cf this opinion 
should be retained in the control file f:r review by Counsel 
tc the IOB. 



1426 


:b2 

b7E 


Details: tin The referenced electronic communication (EC) from 

| dated 06/08/2006, requested that OGC review the 
facts of the captioned matter and determine whether it warrants 
reporting to the IOB. In our opinion, it does not. Our analysis 
f _ _ 1 o w s . 
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(S) 


(S> 


(U) 


r rom: 


Re 


77 


Office of the General Counsel 
07 / 21/2006 


bl 

b2 
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requesting the name, addre: 
records associated with th« 


length cf service, 
bdect, as well as 


r 



1 


and coll billing 
telephone number: 


information to _ 

N'SL. Contained in the package were 
subject as well as billing records f:r an individual previously 
u r. k n o wn t o t h e in v e s t i a a t ors . 


provided the requested 
c e , wh i c h s e r vcd h e o r i g i r. a 1 
the requested records for the 


bl 

he 

3 


b4 

b7D 

b2 

b7E 


(S) Upon receiving the information con cern i no ohe 
p r e v 1 o u s 1 y a n k n own i nd i v i d u a 1 , the case age n t i n | 
performed preliminary checks in ACS and open source internet 
queries in an attempt to ascertain the relevance of the 
inf : mat ion. However , all suc h chocks were negative, and it was 
later determined that ! I erroneously provi ded the unknow n 

J £ l iudiV.idual7.»t...bnform3tion-- in the same nar.kanp as I I In 

\ 2 1 / this case, the case agent had sought! [ phone records 

f ro m | | However, t h e infer in a cion 

p r o v ' n e n o y I Hon Ine n - e v ion slv i in known i nd i vidu a 1 wa s 

dated fi n | | In retrospect, it is 

t. h c ref: r c near' i h,i). | k -'rea m prov i d i ng the p t e v i u s 1 y 

unknown individual 1 s records in iespoi.se to the HUT.. 


{X£ Upon discovering the error, the case agent sealed 

the records and returned them to the Assistant Division Counsel. 
The Assistant Division Counsel then secured the information in 
the Chief Division Counsel’s safe. The case agent never uploaded 
any personal or identifying information concerning the previously 
unknown individual onto ACS, and no other checks were conducted. 


(U; Section 2.4 of Executive Order (F..O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, IMSD, and the General Counsel, OGC, 
respectively) report to the I OB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/U4/1981, 
when the I0B was known as the President's Intelligence Oversight 
Board (PIOBj. By longstanding agreement between the FBI and she 
IOB (and its predecessor, the PIOB) , this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the II3IG, or other guidelines or regulations 
approved by the Attorney General in accordance with E.O. 12333, 
dated 12/04/1981, if such provision was designed in full or in 
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part, to ensure the protection of the individual rights 
pe rsons . 


jXl Here, an error on the part ~f | | result; 

the n i nt ent i Tin a 1 n emu i s i t ion of information. It should be 
that response in receiving the .iirian I i r a ted 

material was commendable . Upon learning. LLa.f I provb: 

information beyond the scope of the KSL, | segue: 

the excess information and placed it in the Chief Division 
Counsel’s safe. No personal or identifying information was 
entered into ACS as a result of the error, and the previous 
unidentified individual was not prejudiced in any way. 


•^^Nevertheless, we conclude that, in accordance with 
the reporting requirements of Section 2.4 of E.O. 12863, the 
telecommunication company’s mistake in providing the previously 
unknown individual's information s boric be reported to the I OB. 
In accordance with this determination, 03C will prepare a cover 
letter and memorandum for IOB notification purposes. 
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b2 
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bl 



General 


Counsel 


LEAD (s) : 

Set Lead 1: (Info) 




AT 



i U ) With respect to the information that exceeded the 
scope of the NSL, please seal it and sequester it within the 
CDC's safe. The information should continue to remain sealed and 
sequestered in the CDC's safe until further direction from OGC . 

Set Lead 2: (Info) 

COUNTER I NT ELLI GEHCE 

AT WASHINGTON, DC 
(U) For information. 

Set Lead 3: (Info) 

INSPECTION 

AT WASHINGTON, DC 
(U) For information. 

CC: Ms. Thomas 

i 1 

I OB Library 
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CU) 



(U) 


iU) 


INTELLIGENCE OVERSIGHT BOARD MATTER 
| "i FIELD OF FT CP 

I OB MATTER LUUo- j | :Uj 


By elect r ■ ■ r i i ■ • ■ •kiiiiui . i ■ '.-it ; n 71 , 7 006, 

the Federal Bureau of Investigatior. ( FBI ) , \ Field 

Office, reported a possible Intelligence Oversight board (IOB) 
ma tter. | 



Two days later, the error was discovered. 

Bureau perSorihel immediately discor.t inued coverage of the 
number and sequestered all information gained as a result of 
the overcollection . This information has been reduced to CD- 
ROM format and is being sent to the DOJ office of Intelligence 
Pel icy and Review (OIPR) for appropriate disposition. 


Here, an error on the part cf the FBI resulted 

in the unintentional overcol lectior. oi internist. ion . Although 
the information was gathered in good faith by Bureau personnel, 
we nevertheless conclude that this incident must be reported to 
the IOB. 
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IMT ELLTGEHCF. OVER SIGHT BOARD MATTER 
f I FI ELD OFFICE 

: U i 


I OB MATTER BUD 6 


(U) 


□ 


u> 


•i.-j I Hti iT. in 


?. 0 0 6 , 
ield 


x By elect r • ■ r i i ■ • • •• •lunnii . i • m t ; r 
the Federal Bureau of Invest i gat i or. (FBI), 

Office, reported a possible Intellig ence Oversight Boar d (IOB) 

matter ■ The FR T reporter! thr-t. frornl I 




Subsequent investigation revealed tna 

nor ifying the FBI. These changes resulted 
in | 1 or e vi ou s 1 y- identified IP address being 

real-ccated to differe nt presumed-U . S . person users! I 

I ~l A.s a re.snlt.i 


After discovering ti-^ mistg^P 

CDs 

for proper handling and destruction. The CDs are currently 
stored at FBI HQ. 


(S t 


.Mi 

J internet data result 


from the internet 
e to communicate the change in the sub~ ect. 


however, the internet provider failed to notify 7 FBI personnel 


DATE; 12- 04-2007 
CLASSIFIED BY 65179dmh/ksr /lmf 
BEASOK:- 1.4 fCt 
DECLASSIFY OH: 12-04-2032 


b 2 

b7E 


b2 

b7E 

b4 

b7D 



b7D 


b2 

b7E 

bl 


J 1 TP H,1,1rP^ 1 1 


1 


i n t n l s c a s e , 


SECRET 


pg-l 


NSL VKWlTjfi, 

IKFORH&TIOH CONTAINED 
HERE IK IS IJHGLASSIFIEIi EXCEPT 
WHERE SHOW OTHERWISE 






of the ahanye. The FBI has since taken steps to prevent 
another communication failure, however, by remind in a^om^any 







resulted in the unintentional acquisition of 


: n f •“ rmati on . However, because rone •~f this information was 
ever attributed to any identifiable individual, it appears 
likely that no prejudice occurred as a result of this error 


-j8sC Regardless, we conclude that, in accordance with 

the reporting requirements of Section 2.4 c f E.O. 12363, the 
internet provider's mistake and resulting cvercol lection by the 
FBI should be reported to the I OB. 
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SECRET 


CTT) 



(U) 


INTELL IGENCE OVER SIGHT BOARD MATTER 
j ~| FIEL D OFF ICE 

I OB MATTER 2UU6 □ :rj 


By el e-'.’t r ■ ■ r x i ■ ’ •uiiiiui . i • * .-i t I n d -i t . ed 

2C06, the Federal Bureau of Investigation ( FBI ) , f | 

Field Office, reported a possible Intelligence Oversight Board 
; I OE j natter. The FBI reported that, on 07/C6/2 0 05, a c a s e 
a j e n 1 1 | c-~-r:i)T i 1 1 ed a 

typographical error when issuing a national security letter 
;MSL) on a targeted phone number . Ac a result of this error, 
the FBI obtained in error the records of a t hi rd-part y 
business, as opposed so the phone records cf[ ~ 1 


r.X On 08/02/2006, the case agent discovered and 

reported his error to his Chief Division Counsel (CDC) and his 
supervisor. Immediately thereafter, steps were taken to ensure 
that the information was never uploaded into FBI files or 
i nd i c e s . 


b2 

b?E 


b2 

b7E 

bl 


••• In this case, the case agent's typographical 

errer in preparing the MSB request resulted in the collection 
of information unrelated to the investigation. Because this 
information was immediately sequestered by the case agent and 
subsequently destroyed at the direction : f the FBI Office of 
General Counsel, no US person was prejudiced as a result of 
this error. Nevertheless, we conduce that, in accordance with 
the reporting requirements of Section 2.4 of E.O. 12363, this 
error must he reported no the I OB. 
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T t f T F, T ■ T ■ T G F, I J C F. OVE RSIGHT BOARD MATTER 
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b2 

b7E 



JXJ By el e-'M r- ''H i •iiuiiui . i • 'a t ; n ■ i -i i er 9 , 

2006, the Federal Bureau of Investigation ( FP.T ) . 1 ] Field 



Tntnl llnmncn Overnight Board ( T OB ) 

matter : \ 


i 

1^ 1 

1 

)y/0«/2C'05, a National Security 

Letter (NSL) was issued tor 


email address. 


b2 

b7E 

bl 

b6 

b7C 

b4 

b7D 


<U> 

(S) 


( U) 


X On 0 0/1 n / 
i n f c r ma t io n fro irl 


type graphical error m th 


00 5, after receiving the requested 
the case agent noticed a 
i erf t ho U T . Tho MET. 


c 


Ho a reset t r 
j. n f o rime 1 1 o n f o r 


i.:.VD': ■"! 

divid: 


Upon discovering the error, Lhe case agent 
immediately sequestered a nd destroyed the CD of information 
submitted by | ~| After attending NS LB training 

earlier this year, she reported the incident and requested a 
legal review. 


b4 

b7D 
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b6 
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b4 
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Here, a typographical error on the FBI resulted 
in an accidental overcollection of information. Based upon our 
analysis, in accordance with the reporting requirements of 
Section 2.4 of Executive Order 12863, the carrier's mistake 
must be reported to the I OB. 
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U.S. Department of Justice 



Federal Bureau of Investigation 


S BenEJ 


Washington. D. C. 20535-0001 


BY COURIER 


H r . Step h e n F r i edrna n 
Chairman 

Intelligence Oversight. Board 
R:om 50209 

Mew Executive Office Building 
1 2 5 17 th Street, Northwest 
Washington, D.C. 

De a r K r . F r i edma n : 


Enclosed for your information is a self-explanatory 
m pm.- r and i nr entitled "Intelligence Oversight Board Flatter 

ECU fc-l (U) 


The memorandum sets forth details cf investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
C:lle::tion and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
Fb_ fc reign counterintelligence ana international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted . 
! U ) 

Enclosure 


( 5SIFIED 
DETACJ* 

Si FI ED ENCLI 



DECLASSIFIED BY 65179 DHH/K3R/LHF 
OK 12- 1 i -2007 
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Mr. 

inf 
a r r 


Stephen Friedman 

Should you or any member of your staff require additional 
rmation concerning zhis matter, an oral briefing will be 
n g e d f o r vo u at y o u r c o n v enience. ( U ) 


Sincerely, 


Julie F. Thomas 
Deputy General Counsel 


The Honorable Alberto R. Gonzales 
Attorney General 
’J.S. Department of Justice 
Room bill 


Kr. James Barer 

Counsel, Office of Intelligence Policy and Review 
'J.S. Depa rt men t of Justice 
Room 615j 
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SECRET 

FEDERAL BUREAU OP INVESTIGATION 



Precedence : 

ROUTINE 



Date: 

10/03/2006 

•b2 

To: 


Attn : 

T 

1 

u 


Counterintelligence 

Inspection 


Attn : 
Attn : 


From: Office of the General Counsel 

NS LB/ Cl LU / Roo m— i - QJ - a 

Contact : AGC I 


CD- 2D 

IIS, Roorr. 11861 


: 02 -32 4 


Approved By: Thomas .Tulip F 

Drafted By: 

Case ID #: X 279-HO-C1229736- VIO ( Pending) 

(S) | [ Closed) 

Title: ^ INTE LLIGEN CE OVERSIGHT BOARD MATTER hi 


Synopsis: TP i s “he opinion of the Off: te of the General 

Crunscl fOGC) that this matter must be reported to the 
Intelligence Oversight Board (I OB). A copy : f this opinion 
should be retained in the control file for review by Counsel 
t: the I OB. 

( u ) m im mi iiTNunj n 1 


Reference : 


U ) 2 /' y - HQ-C 1 2 2 ‘J / 3 b - V 1 0 Sena. 


Details : (U) The referenced electronic communication (EC) from 

| in file 278-HQ-C122 9736, dated 09/19/2006, requested tha* 
OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the I OB. In our opinion, it 
dies not. Our analysis follows. 



SECrS^s* 


DATE: 12 - 04-2007 

CLASSIFIED SY 65179diflb/3isr/liaf 

REASON; 1. 4 {C) 

DECLASSIFY. ON: 12-04-2032 


NSLVIO- 
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T::| | From: Office o f the General Counsel 

Re : 1 ! B-Hy-0 122 97 36- V 10, 1 0 / 0 3 / 2 0 C' 6 


(S) 

j: 

W3 s issued f o r| 

(U) 

X 0 


c n f c rma t. ion f r o m| 


e r r ■: j- in the i .■=? 

ts> 

fox | 


(U) 



ity Letter (HSL) 


/ 1 u/r nns. after receiving the requested 

L the case agent noticed a typographical 

,e of r he Ihih . The Uoh rpnup.af.. & ti i nfnrmrir i o n 


.0 s'i C C 1 1 t ! i' ci ,' i 1 i i 


Upon discovering the error, the case agent 

immediately sprmpstprprl and destroyed the CD of information 
submitted by | | After attending NSLP training earlier 

this year, she reported the incident and requested a legal 
review . 


(U) 


(U) 


(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
counsels of the Intelligence Community components (in the FBI , 
the Assistant. Director, INSD, and the General Counsel, OGC, 
respectively) report to the I OB "concerning intelligence 
activities that they have reason to believe may he unlawful or 
erntrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the I Or was xnown as the President's Intelligence Oversight 
Beard (EIOB). By longstanding agreement between the FBI and the 
I OB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the M GIG, or other guidelines or regulations 
approved by the Attorney General in accordance with E.O. 12333, 
dated 12/04/1901, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.8. 
persons . 

Here, a ~ ypographi pal err r in an HST, resulted in 

incorrect information being obtained. However, in mitigation, 
the case agent acted properly a n d aggressively in sequestering 
and destroying the CD as soon as the error was discovered. 

>< Regardless, h ow ever, we conclude that, in 
accordance with the reporting requirements of Section 2.4 of E.O. 
12863, the FBI's typographical error, and resulting 
overcollection, must be reported. in accordance with this 
de l.e r:n i na t. i r.n, OGC will prep-are - cover let lei’ and memorandum fo i 
FOB notification purposes. 
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h2 

b7E 


b'l 

b4 

b7D 

b6 

b7C 


b4 

b7D 


NSL VIO-31748 







LEAD (s) : 

Set Lead 1: (Info) 



Set Lead 2: (Info) 

CPU NTE R. 1 1'] T E I, L I G E N C E 

AT WASHINGTON, DC 
( U ) For i n f o rna t i o n . 

Set Lead 3: (Info) 

INSPECTION 

AT WASHINGTON, DC 
(!J) For informal ion. 



I OB Library 
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(Rev. 01 -3 1-2003) 


SEC^T 

FEDERAL BUREAU OF INVESTIGATION 


b2 

b7E 

b6 

b7C 


b2 

<l b7E 

(U) - 

(U) 

(U) • 


Precedence: ROUT I ME 


To: 


Counterintelligence 


Inspection 


Attn : 
Attn : 
Attn : 


Date: 12 / 15/2006 



From: Office of the General Counsel 

N5L3/CILU/ROO 

Contact : AGC 


™ coin | 



202—324 


Approved By: 
Drafted By: 


Thnn 


.Tii I i 




Case ID #: X 27^^0.22 97 36-VIO (Pending) 
61 A09455-IOB (Closed) 


Title: 

b2 


X 


IMTET.il iT GF.NCE OVERSIGHT BOARD MATTER 

2 DO 6 -j | 


Synopsis:- JXJ It is the opinion of the Office of the General 

C: tinsel (OGC) that this matter does not merit reporting to the 
Intelligence Oversight Board (IOB). A copy cf this opinion 
should :e retained in the control file fer review tv Counsel 
t: the IOB. 


Reference: (U) 



AS 94 55 Serial 4 

2 ' / S - 14 /') - C 1 2 2 9 7 5 6 -V I O Serial 1709 


b2 

b7E 


: (U) The referenced electronic ccrnmunicat ion (EC) from 

in file 27 G-HQ-C1229736, dated 09/22/2006, requested that 
OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. In our opinion, it 
dees not. 0 u r anal y s is toll ows . 




DATE : 12-04-2007 

CLASSIFIED BY 65179dJBh/ksr/lmf 

REASON: 1.4 (C) 

DECLASSIFY OH: 12-04-2032 


ALL INFORMATION CONTAINED 

NSLVld^^O 15 uacLASSIFIED except 

OTHERWISE 


pg-l 












From: Office of the General 

7 8-HQ-C122 97 36-V10, 12/15/2006 


Counsel 


b2 

b7E 



(S) On 08/17/2006, a Electronic Communication Privacy 
Act (EC FA) National Security Letter (1ISL) requesting the name, 
address, length of servic e, and electronic comm unication 

f o r rn a i 1 addres s , 

| | The MSL was properly prepared grid served in 


[ 


accc rdance 


the 


] 


ie Attorney General Guidelines, and 


ie email provider, forwarded responsive records 


Field Office. 


Field 


JX .Among the responsive records, however. 

Office found t wo email transactions labeled "Thread-Topic" 
apparently containing subject line content or similar 
information. These two transactions contained information 
outside the scope of the information sought by the MSL and 
triggered this inquiry. Upon discovering the apparent error, the 
case agent took note that 

the information was never utilized by the FBI in any way, nor 
was it included or documented in the case file. 


:b4 

b7D 

b2 

b7E 


(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
counsels of the Intelligence Community components (in the FBI, 
the Assistant. Director, IHSD, and the General Counsel, C)GC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
emtrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the I OF was known as the President’s Intelligence Oversight. 

Board (PTOB). By 1 ongs _ aridi ng agreement between the FBT and the 
IOB (and its predecessor, the PIOB) , this language has been 
interpreted to mandate 'he reporting of any violation of a 
provision of the MSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with E.O. 12333, 
dated 12/04/1901, if such provision was designed in full or in 
part, to ensure the protection of the individual rights of U.S. 
persons . 

Here, an erne - ■ ,n t he part. < > f resi.il l ed in 

the unintentional acquisition of information outside the scope of ^4 

b7D 

2 
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SEb^E 1 : 


From: Office of the Ger.eral 

“ 8 - HQ-C 1 2 2 9 7 3 6 - V 10, 12/15/2 0 0 6 


Counsel 


b2 

b7E 


the NSL. T i- -hr.i 1 1 H hp noted that the FBI's actions after 
recsivinq l | overbroad rp .m-n?p t~ the MSL were 

commendable. Upon learning th.= i- I |h^H provided information 

beyond the scope of the MSL, the ] i Field Office toot steps 

to ensure that the information was not disseminated and requested 
_ega_ guidance. 

(D1 X Examination of the record reveals no evidence of 

unlawful actions by the FBI or actions contrary to Executive 
Order or [Presidential Directive. Accordingly, we opine that this 
incident isnot report able to the IDE. By this EC, we request 
that t.he | I Field Office sequester and destroy any remaining 

record of the two email transactions giving rise to this inquiry. 
Inspection is hereby requested to maintain a copy of this record 
in the event that it is requested by the Counsel to the IOB. 


b4 

b7D 

b2 

b7E 
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To: 

Re: 


SECRET 


b 2 

b7E 


| From: Office of the General Counsel 

2 7 8 -HQ-C1 2 2 97 3 6 -VI 0 , 12/15/2006 


LEAD (s) : 

Set Lead 1: (Info) 





AT 



(U) For information. 

Set Lead 2: (Info) 

counteriktfll ai-enci; 

AT WASHINGTON , DC 
(U) For information. 

Set Lead 3: (Info) 

INSPECTION' 

AT WASHINGTON. DC 
(U) For information. 

CC: pLki Thnrrn n | 

IOB Library 

♦♦ 


Jo 2 
.b7E 


b6 

b7C 
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(Rev. 01 -3 1-2003) 


SECRET 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUT I ME 

To: 


Date: 03/18/200' 


b2 

b7E 

b6 

b7C 


Attn : 


Inspection Attn: 

C o u n t erte r r o r i s m Attn : 

From: Offi c e o f the General Counsel 


IIS, Roorr. 11861 
ITOS II, 


N SLrV Cl LU / R 001 

794 / 



Contact : AGC 


202—324’ 



(U) 


bl 

b7A 

b2 

«,b7E 


Approved By: 

Drafted By: 
Case ID #: ■■{)() 


Th,~ 



2 7 8— HO— Cl 2 2 0 7 3 6 - VT O (Pending 
Pending ) 


Title: X 


; ,T.TGF,M(.| I 


INTE LLIGENC E OVERSIGHT BOARD MATTER 
2007 


b2 


(Ui 


bl 

b7A 

b2 

b7E 


Synopsis-: ijsj Tt is “he opinion of the Office of the General 

Crunscl ( OGC ) that this matter doer not merit reporting to the 
I n telli g e n c e 0 v ersi g h e Bo a r d (I OB ) . A cap y c f t. h i s o p ini ■:« n 
should re retained in the control file for review by Counsel 
t: the I OB. 


U 


’roj 
isify 


Reference: 


*C 

(U) 


27 8-HQ-C1229736-VIO Serial 2232 


b2 

b7E 


Deta ils: flli The referenced electronic ccmmunication ("EC") 

frorr j | in file 27S-HQ-C1229736, dated 03/07/ 2007, requested 

that. OGC review the faces of the captirned matter and determine 
whether it warrants repore ing to the I OB. In our opinion, ie 
dies not. Our anal vs is foil OWo • 


bl 

b7A 

•b2 

•b7E 

be 

b7C 




DATE: 12-04-2007 

CLASSIFIED BY 65179dafc/ksi:/l*f 

PEAS ON : 1.4 (C) 

Declassify on: 12 - 04-2032 


NSL crarrAIBED 

HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHEPI'TISE 












b2 

b7E 



7 : : I I From: Office of the General Counsel 

Re: 2 7 8 - H Q - C 1 2 2 9 7 3 6 - V 1 0 , 03/18/2007 


<s> 


bl 

b7A 


(U) 



(U) 


ACS also reflects that, on 01/31/07, a National 

Security Letter ("NSL" ) seeking electronic cc rrr.unicat ion 
transacti 

served nmnl 

r TTTTtT text, tn^T^t^^r 

requested electronic communication transactional records but 
..expx.e.ssly stated that such records d i H r-i r. t- - n .- in Hr- " rn^ s .<=; * ,-i ^ 
c : ntent a nd 7 or 'header'' fields-;-" Se e l 


1 JXj Shortly thereafter,] | 

I provided the records but induced therewith the target's 
email, subject lines. Immediately upon discoveri ng the error, the 
case agent sequestered the material and not i f i ed | 1 which 
subsequently provided a "clean" copy of the records. The agent 
never uploaded any information from the first set of documents to 
ACS or any of the bureau’s computer systems. The only record 
remaining o n I overproduction of documents is the initial CD- 

ROM, which is now sequestered within a safe. 


b7D 

b4 

b6 

b7C 

bl 

b7A 


b7D 

b4 


(U) Section 2.4 of Executive Order (E.O. ) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of Lhe Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the ICE; "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1961, 
when the I OB was known as the President's Intelligence Oversight 
E:ard (PIOB). By longstanding agreement between the FBI and the 
I OB (and its predecessor, the PIOB), this language has been 
: nte rp reted t<~ mandate -he reporting of any violation of a 
provision of the MSIG, or other guidelines or regulations 
approved 1: y the Attorney General in accordance with E.O. 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons . 

<U) ; ^ Here, an error on the part of | { resulted in the 

unintentional acquisition of information outside the scope of the 
MSL. This matter thus • o -ns t. i l.u l.es a l.hlrd-party errmr i r i 


b7D 

b4 


sEusret 
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b2 

b7E 


SE 


sck&r 


27 8-HQ-< 


From: Office of the General Counsel 


Q7 7 1 6- 


710, 03/ 18/1007 


res'oondinq to the NSL and is therefore n:t reportable to the 

fob’. 1 


X Further, for the sake of c~ mn . et^ ness . it should be 

nr ted that, i mm pH i a I- e 1 y nron 1 pa rni no the had provided an 

overbroad response, the|^^_^^_J Fielc Office took steps to ensure 
that the information was not disseminated and requested legal 
guidance. Examination of the record reveals no evidence of 
unlawful actions by the FBI or actions contrary to Executive 
Order or [Presidential Directive. Accordingly, we opine that this 
incident is not reportable to the IDE. 


By this EC, we request that the | f ield 

Office sequester and destroy any remaining record of the two 
email transactions giving rise to this inquiry. Inspection is 


hereby requested to maintain a copy of this record in the event 
that it is requested by the Counsel to the FOB. 


b?D 

b4 

b2 

b7E 


1 On 03/28/2006, NS LB sent a letter to the Counsel for 
the I0B requesting their concurrence to treat these third party 
errors as non-report able, though we will require the field to 
continue to report any improper collection under an NSL as a 
potential IOB matter. By letter dated 11/13/2006, the Counsel to 
the IOB agreed that third party errors in the rolled, ion of 
information pursuant to an NGL must be reported to OGC, but are 
not reportable to the IOB. 
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b2 

-b7E 


LEAD (s) : 

Set Lead 1: (Info) 



Set Lead 2: (Info) 

INSPECTION 


AT WASHINGTON. DC 

(U) for information. 



♦♦ 
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U.S. Department of Justice 



Federal Bureau of Investigation 


Washington. D. C. 20535-0001 


BY COURIER 


M r . Step h e n F r i edrna n 
Chairman 

Intelligence Oversight Board 
R: om 50209 

Mew Executive Office Building 
1 2 5 17 th Street, Northwest 
Washington, D.C. 

De a r K r . F r i edma n : 


Enclosed for your information is a self-explanatory 
metric r aridu ir. entitled "Intelligence Oversight Board Matter 
2 1 0 fc - | I ” (U) 

The memorandum sets forth details cf investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
C: flection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
Fb_ fc reign counterintelligence ana international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 

! U ) 

Enclosure 


OSSIFIED 
DETACI 

fSIFIED ENCJ 



DECLASSIFIED BY 65179 DHH/K3R/LHF 
OK 12- 1 i -2007 


0 EGRET 


NSL VIO-31758 



nnooM 
VWJMj 1 


Mr. St cph on Fr i c-drna n 

Should you or any member of your staff require additional 
in format ion concerning zhis matter, an oral briefing will be 
arranged for you at your convenience. (U) 


Sincerely, 


Julie F. Thomas 
Deputy General Counsel 


1 - The Honorable Alberto R. Gonzales 
Attorney General 
’J.S. Department of Justice 
Room bill 


1 - Kr. James Baker 

Counsel, Office of Intelligence Policy and Review 
'J.S. Depa r t men t of Justice 
Room 615!) 


OEeRE'P ' 


pg-2 
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U.S. Department of Justice 



Federal Bureau of Investigation 

wnrrr 

Washington. D. C. 20535-0001 


BY COURIER 


M r . Step h e n Fr i edrna n 
Chairman 

Intelligence Oversight Board 
R:om 50209 

Mew Executive Office Building 
1 2 5 17 th Street, Northwest 
Washington, D.C. 

De a r Kr . Fr i edrna n : 

Enclosed for your information is a self-explanatory 
rnernc lja Lullin', entitled "Intelligence Oversight Board Matter 
2006-1 ” (U) 

The memorandum sets forth details cf investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
C: 1 le ction and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
Fb_ fc reign counterintelligence ana international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 

! U ) 

Enclosure 



DECLASSIFIED BY 65179 DKH/K3R LHF 
OK 12- 1 i -2007 


NSL VIO-31760 



PBORBE 


Mr. 

inf 
a r r 


Stephen Friedman 

Should you or any member of your staff require additional 
rmation concerning this matter, an oral briefing will be 
n g e d f o r yo u at y o u r c o n v enience. ( U ) 


Sincerely, 


Julie F. Thomas 
Deputy General Counsel 


The Honorable Alberto R. Gonzales 
Attorney General 
’J.S. Department of Justice 
Room bill 


Kr. James Barer 

Counsel, Office of Intelligence Policy and Review 
'J.S. Depa r t men t of Justice 
Room 615j 


NSL VIO-31761 
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U.S. Department of Justice 



Federal Bureau of Investigation 


Washington. D. C. 20535-0001 


BY COURIER 


M r . Step h e n F r i edrna n 
Chairman 

Intelligence Oversight Board 
R:om 50209 

Mew Executive Office Building 
1 2 5 17 th Street, Northwest 
Washington, D.C. 

De a r K r . F r i edma n : 


Enclosed for your information is a self-explanatory 
me me r a nd uir. en t. i 1 1 ed "Intelligence Oversight Board Flatter 
EtUfcl (U) 


The memorandum sets forth details cf investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
C:lle::tion and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FB_ fc reign counterintelligence ana international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
! U ) 

Enclosure 




DECLASSIFIED BY 65179 DHH/K3R/LHF 
OK 12- 1 i -2007 


GDQRBg 
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ggorara 1 


Mr. 

inf 
a r r 


Stephen Friedman 

Should you or any member of your staff require additional 
rmation concerning this matter, an oral briefing will be 
n g e d f o r yo u at y o u r c o n v enience. ( U ) 


Sincerely, 


Julie F. Thomas 
Deputy General Counsel 


The Honorable Alberto R. Gonzales 
Attorney General 
’J.S. Department of Justice 
Room bill 


Kr. James Barer 

Counsel, Office of Intelligence Policy and Review 
'J.S. Depa r t men t of Justice 
Room 615j 
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(Rev. 01 -3 1-2003) 



FEDERAL BUREAU OF INVESTIGATION 


b2 

b7E 

b6 

b7C 



( U) 


Precedence : ROUT I ME 


To: 


Inspection 

Counterintelligence 


Date: 09/22/2006 


Attn : 

S SR 


cr A 

Attn : 

iii 

Attn : 

" JD r 


ucf 


From: Office of the General Counsel 



Case ID # : (IJ) 278-HQ-C1229736-VIO 


Title: X 


TMTF TjT ,T GF.NC F. OVERSIGHT BOARD MATTER 
2006-1 


Synopsis: Tt is “he opinion of the Office of the General 

Czunscl (OGC) that this matter must be reported to the 
Intelligence Oversight Board (I OB). A espy :f this opinion 
should be retained in the control file for review by Counsel 
t: the I OB. 


(U) 



Reference: (IJ) 278-HQ-C1229736-VIO Serial 1460 
b2 

'pyp Details: (U) The referenced electronic ccmmunicat ion (EC) from 

| | dated 06/21/2006, requested that OGC review the facts 

of the captioned matter and determine whether it warrants 
reporting to the IOB. Eased on the facts of this case, reporting 


is necessary. Accordingly, OGC will prepare a cover letter and 
memo r andurr. for IOB notification purposes . 



DATE: : 12“ 04-2007 
CLASSIFIED BY 65179dah/ksr/l*£ 
REASON: 1.4 (Ci 
DECLASSIFY OH: 12-04-2032 


pg-1 


NSLVI 



FORHATIOH COMTAIHED 
TES UNCLASSIFIED EXCEPT 


WKEPE -SHOW OTHERWISE 











immediately sequestered, placed on a CD, and forwarded to MS LB 
f:r safekeeping. MSLB subsequently notified the substantive 
headquarters unit, CD-1C, of the overcollection. The CD was 
hand -delivered by NSLB to a CD- 1C intelligence analyst, for 
transmittal to 01 PR. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Crunsels of the Intelligence Community components (in the FBI, 
the Assistant Director, IMSD, and the General Counsel, OGC, 
respectively) report to the I OB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
cmtrary to Executive order or Presidential directive . " This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the TO? was known as the President's Intelligence Oversight 
B:ard ( E I OB ) . By longstanding agreement between the FBI and the 
I OB (and its predecessor, the PIOB) , this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the MSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with E.C. 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part, to ensure the protection of the individual rights of U.S. 
persons . 
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Re 


| From: Office of the General 

(U) 278-HQ-cl22 9736-V10, 09/22/2006 


Counsel 


b2 

b7E 


^^^_Ir^^h^s_case^^he_^nterceptGori of c o mm u n i c a t i o n s 

must, be re ported to the IDE because + K e ---^ >-•>-=,>-■+- I . 

^^^_^^^_|_did_not_^rpr 1 ude coverage of ^ 


"" | '' N onet he 1 ess, it is also appropriate to note 

thatj | response in discontinu^rin rn.rfiram.ft ia. 1 f.it.ajj the 

e r r c r w as d l s cove^c^weuE^^ommenc^b 1 e . | | v; a s 

discontinued | | and processing of the 

information stopped immediately thereafter. The information was 
immediately sequestered and forwarded to N3LE. It has since been 
hand-delivered to the substantive FBIHQ unit, CD-1C, for 
t r an s mi 1 . 1 . a 1 t. o 01 PR . 


Nevertheless, we conclude that, in accordance with 

the reporting requirements of Section 2.4 of E.O. 12863, the 
CIA's mistake in failing to recognize that the interception was 
being discontinued in accordance with a court order requires I OB 
ratification. In accordance with this determination, OGC will 
prepare a cover letter and memorandum for IOE notification 
purposes . 


bl 

b2 

b7E 
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b2 

b7E 


To: | | F r : m : 

Re: (TTT 77*^1 IQ-cl22 



Office ■~f t'ri^ General Counsel 
9 7 36- V 1 0 , 09 ! 2 2 / 2 'O' 0 6 


LEAD (s) : 

Set Lead 1: (Info) 




AT 




(U) For action deemed appropriate. 

Set Lead 2: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 3: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 

(U) CD-1C .is di rooted to deliver the CD-ROM to 01 ER, 
f O' r final d i s po s i t i o n . 

CC: Ms. Thomas 

I mf I 

rub Library 


b2 

b7E 


he 

b7C 


♦♦ 
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(Rev. 01 -3 1-2003) 



FEDERAL BUREAU OF INVESTIGATION 


b2 

b7E 

b>6 

b7C 


(U) 

(U) 

(II) 


Precedence: ROUT I ME Date: 0-3/ 04/2 006 


To: 



Attn : 

c A 



Inspection 


Attn : 

IIS 

Room, iibbi 


Coun lerinlel 1 igence 

Attn : 

CD- 

'jF. R i . r 1 1 r . -1 n Q 4 


SSA 


From: Office of the General Counsel 



Title: INTE LLIGEN CE OVERSIGHT BOARD MATTER 

20Q6 H 1 


b2 


Synopsis: It is the opinion of the Office of the General 

Counsel fOGC) that this matter must be reported to the 
Tnte'. 1 i genre Oversigh* Board (TOR). A c _ py r f t.hi s •-•pi ni ••■n 
should :c retained in the control file for review by Counsel 
t: the I Or. 


(U) 

Reference: (S) f 

i cc-HO-cim / ob-vio serial 1 4 vt 

Details: (U) The referenced electronic ccmmunicat ion (EC) from 

1 dated 06/23/2006, requested that OGC review the 
facts of the captioned master and determine whether it v/arrants 
reporting to the IOB. In our opinion, the incident must, be 
reported to the ICE. Our analysis hollows. 

I I 



bl 

b7A 

b2 

b7E 


bl 

b7A 

b2 

b7E 



DATE: 12-04-2007 

CLASS I FIED BY 6 5 1 79dmh/R s r/lmf 

REASON: 1.4 (0) 

DECLASSIFY OH: 12-04-2032 
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ALL INFORMATION CONTAINED 
NSL ^CLASSIFIED EXCEPT 

WHERE SHOW OTHERWISE 










General 

. Counsel 

9 / 3 6 — VT 

0 0 ft j f 1 4 / ! Oii f- 


uent inve 


revealed t.oat 


resulted in 


be in 


x After Hi v.T„'r n n.i thr vm .si- al,-p. I _ | purged 

the incorrect internet data | I 

I arid" copied the data to five CDs 

f:r proper handling and destruction. The CDs were destroyed by 
FBI HQ personnel at the direction of 01 PR. 


. U1 Lima Lely, | 
internet data resultec 


rorn the internet orovider ’ s 


provider failed t 


h:wever, by rermndii 
B i r e a i .1 r e r s r. n n el r.f 


In this case, however, tne internet 
ify FBI personnel of the change. The FP 
to orevent another co mmunicat ion failure 


i n fn 


(U) Regardless of fault, however. Section 2.4 of 
Executive Order (E.O.) 12863, dated 09/13/1993, mandates that 
Inspectors General and General Counsels : f the Intelligence 
Community components (in che FBI, the Assistant Director, 1NSD, 
and the General Counsel, OGC, respectively) report to the IOB 
"concerning intelligence activities that they have reason to 
be', i eve nay be uni awful o r ■'■•iitrary t.o F.xeout. i ve order' or 
Presidential directive." This language was adopted verbatim from 

SS^gET 
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.From: Office of the General Counsel 

Re : ' 7 6 - HQ- 01 9 . ?. 9 7 3 6 — VT O , fi ft / f 1 4 / 3 f 1 fi 6 


Inspection 


E . 0 . 12334 , dated 12/ 0 4 / 1961, wh e n the I OB w a s k n own a s t. h e 
President's Intelligence Oversight Board ( PI OB) . By longstanding 
agreement between the FBI and the I OB (and its predecessor, the 
PIOE), this language has been interpreted to mandate the 
reporting of any violation of a provision of the M3IG, or other 
guidelines or regulations approved by the Attorney General in 
accordance with E.O. 12333, dated 12/04/1962, if such provision 
was designed in full or in part to ensure the protection of the 
individual rights of U.S. persons. 


-- H^r^ r an error on the part c f | | 

I resul ted in the unintentional acquisition of 
information. However, because none of this information was ever 
attributed to any identifiable individual, it appears likely that 
n: prejudice occurred as a result of this error. 

JjSjf Regardless, we conclude that, in accordance with 

the reporting requirements of Section 2.4 of E.O. 12663, the 
internet provider's mistake and resulting ever collection by the 
FBI should te reported to the I OB. In accordance with this 
determination, CGC will prepare a cover letter and memorandum for 
I OB notification purposes. 
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Attn: SA 


n: ullice ot 

the Gener 

hi C'-'Ullotrl 


Inspection 


<X 


: -HQ— Cl 9. 9 9 / 3 6 — VT O , 0 ft / f • 4 / 1 f ■ 0 6 


b2 
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b6 

b7C 


LEAD (s) : 

Set Lead 1: (Info) 


AT 

(U) For informal ion . 

Set Lead 2 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 3: (Info) 

CO'JNTEF INTELLIGENCE 

AT WASHINGTON. DC 
(U) For in forma Lion. 


b 2 

’b7E 


b6 

b7C 


♦♦ 


CC: Ms. Thomas 

I _ 

IOr Library 
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b7C 


(u: 


(U) 


Precedence : 
To:| 


ROUTINE 


Date: 09/30/2006 



Attn: CDC 




1 


Inspect i r.n 
Counterintelligence 


Attn: T“C, R~-orr. 11961 

Attn: CD- 2D 


From: Office of the General Counsel 

N 5 L -• / C I LU / R o o in 7 947 . 

Contact : AGC. 


| 202-324| | 

Approved By: Thomas Ju 

ilie F 



Drafted By: 
Case ID # : 
Title: jX} 


27 8-HQ-C122 9736-VIO 

OVERSIGHT BOARD MATTER 


INTE LLIGEN 

2006 


t 


b2 


Synopsis: £><[ It is “he opinion of the Off: te of the General 
Counsel (OGC) that this matter must be reported to the 
I n telli g e n c e 0 v ersi g hr Board (I OB ) . A cop y c f t. h i s o p ini o n 
should be retained in the control file for review by Counsel 
t: the IOB. 


U 




[ 


Reference: (U) 278-HQ-C1229736-VIO Serial 1580 

Details: (U) The referenced electronic cemmunicat ion (EC) from 

] dated 08/08/2006, requested that OGC review the facts 


of the captioned matter and determine whether it warrants 
reporting to the IOB. Eased on the facts cf this case, reporting 
is necessary. Accordingly, OGC will prepare a cover letter and 
merri'i r andurr. for IOB notification purpt 1 S 0 S • 


ALL IEFOMATTOB CONTAINED 
HERE I W IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 


SEfc^ET 


DATE: 12-04-2007 

CLASSIFIED BY 6S179dxolv'Rsi:/lmf 

NSEAW^31-7?2C) 

DECLASSIFY ON: 12-04-2032 
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(U) 


b2 

b7E 


Re : 



F r 'Mu : 



Office of the General 
36- V i O , 0 9 / 30/20 0 6 


Counsel 


“i 

bl 

b2 

b7E 


(S) On 07/06/2006, the case agent caused a national 

b6 
b7C 
bl 
b2 

b7E 

On 00/02/2006, the case agent discovered and 

reported the error to his Chief Division Counsel (CDC) and his 
supervisor. Immediately thereafter, he took steps to ensure that 
the information was never uploaded into FBI files or indices. 

The hard copies of the information remain in the case agent’s 
possession to this day. 


s e c u r l ty letter (NSL) to be issued zoj 


I 


I norne tele 


] In erroiT^^^s^Tgen^Type^t^wrom^hon^mrnber 


into this request and subsequently received the telephone records 
of a business entity unrelated to the investigation. 


(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the IO? was known as l he President's Intelligence Oversight 
Board (HOE). By longstanding agreement between the FBI and the 
IOB [and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIG, or other guidelines or regulations 
approved by the Attorney General ir. accordance with E.O. 12333, 
dated 12/ 04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons . 

In this case, the case agent's typographical error 
in preparing the NSL request resulted in the collection of 
information unrelated to the investigation. 

Nonetheless, it is also appropriate to note 
the case agent's exemplary conduct ir. : i) immediately notifying 
his superiors and CDC; ii) sequestering the information; and iii) 
ensuring that no dissemination took place. 
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seS^t 

To: | | From: Office f the General Counsel 

Re: [Uj 27 8 -HQ - cl 2 2 97 3 6-VIO, 0 9/ 30/2 hi": 6 


(U) 


Nevertheless, we conclude that, in accordance with 

the reporting requirements of Section 2.4 of E.O. 1286.3, this 
error must be reported to the IOB. In accordance with this 
determination, OGC will prepare a c o ve r Otter a n d memo r andun for 
I OB notification purposes. By this EC# I 1 is also hereby 

directed to destroy any and all hard copies or electronic 
versions of the information remaining. Following the destruction 
of the materials, no further action is required. 
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To: 
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hj 

i i 

Office of the Gen 

Re : 

(U) 27e 

-HQ-cl2L9'/j 

6 - V 1 0 , j 9/30 / 3 0 0 6 

LEAD (s) : 



Set 

Lead 1 : 

(Action) 

“ 1 



AT 






is hereby direct 

al 1 

i n t o rma l ion ■ j a t n e r ed 

as a result of t 

NSL 




Set 

Lead 2 : 

(Info) 



b 2 

b7E 


b 2 

b7E 


INSPECTION 

AT WASHINGTON , DC 

fU) ?nr action deemed appropriate. 

Set Lead 3: (Info) 

COUNTERINTELLIGENCE 


b6 
b7C 

♦♦ 


AT WASHINGTON, DC 

(U) for action deemed appropriate. 
CC: Ms. Thomas 

I OB Library 
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